LNA PILLAR CHART HEADING - DEFINITIONS

IP TRANSPORT MANAGEMENT:  This group focuses on securely operating, managing, and maintaining; firewalls, IP network management systems/applications, layer-2 switches, layer-4 switches, network intrusion detection devices, network intrusion prevention devices, routers, Voice over Internet Protocol (VOIP) systems/applications, Virtual Private Networks (VPN), and Wireless IP network systems.

COMPUTING PLATFORM MANAGEMENT:  This group focuses on securely operating, managing, and maintaining; Anti-Malware (Anti-Virus/Spyware/Adware) systems, backup and recovery systems, host intrusion detection systems, host intrusion prevention systems, network attached storage devices, secure configuration remediation/patch management systems, storage area network systems, computer/server management systems/applications, data security at rest, and Host-based Security Systems.
SECURITY MANAGEMENT:  This group focuses on dynamic monitoring of the LandWarNet’s security and managing/supporting IT security systems.  All capabilities provide access controls to managers & Managed devices, software/hardware management, configuration management (ports, interfaces, signatures/rules/policies, SNMP parameters/reporting, protocols, etc), security device inventory/status reporting, and diagnostic/analytic support.

ENTERPRISE SUPPORT:  This group focuses on providing support to the End-User and overall management of NetOps capabilities.  All capabilities provide access controls to managers & managed devices/agents, managers’ software, hardware & configuration management, inventory/status reporting, and diagnostic/analytic support.

ENTERPRISE SERVICES & APPLICATIONS MANAGEMENT:  This group focuses on providing support to selected LandWarNet-wide services and basic/foundational IT support services.  All Capabilities provide access controls to managers & managed devices/agents, managers’ software, hardware & configuration management, inventory/status reporting, and diagnostic/analytic support.

